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Abstract
The immune system sustains health through a carefully calibrated equilibrium between acti-
vation and restraint, a balance that, when disrupted, gives rise to a clinically heterogeneous 
spectrum of disorders collectively termed immune dysregulation. Spanning autoimmune 
diseases, primary and secondary immunodeficiencies, hypersensitivity reactions, and chron-
ic inflammatory states, these conditions collectively affect hundreds of millions of people 
globally and impose an enormous burden on healthcare systems as well as individual quality 
of life. Central to the pathophysiology of nearly all immunological disorders is the failure of 
immune tolerance, including both the thymic mechanisms that eliminate autoreactive lym-
phocytes during development and the peripheral checkpoints, including regulatory T cells 
(Tregs), co-inhibitory molecules, and cytokine circuits, that restrain self-reactive clones es-
caping central deletion. Beyond tolerance failure, immune dysregulation emerges through 
a convergence of genetic mutations affecting key regulatory genes (e.g., FOXP3, AIRE, RAG, 
and IL10), epigenetic reprogramming driven by environmental exposures, microbial dysbio-
sis, and perturbations in cytokine networks. The clinical consequences range from organ-spe-
cific destruction in type 1 diabetes mellitus and multiple sclerosis (MS) to life-threatening 
systemic syndromes including cytokine storm and multi-organ failure. Current therapeutic 
strategies, including immunomodulatory drugs, biological agents, Janus kinase (JAK) inhibi-
tors, hematopoietic stem cell transplantation (HSCT), and emerging chimeric antigen recep-
tor T (CAR-T)-cell approaches, have transformed outcomes but fall short of providing a cure 
for most conditions. This review synthesizes the current mechanistic understanding, maps 
the clinical landscape of immune dysregulation, critically evaluates the evidence for existing 
and novel therapies, and identifies key gaps where future research must focus to achieve 
disease-modifying and curative outcomes.
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Introduction
Immunology occupies a unique position among the 
biomedical sciences: it is simultaneously the study of 
protection and the study of destruction. The very mech-
anisms that defend the host against an almost infinite 
variety of microbial threats -pathogen recognition, lym-
phocyte activation, antibody production, inflammatory 
cascades- can, under circumstances that are still incom-
pletely understood, turn against the self and cause 
disease (1,2). The immune system consists of intercon-
nected networks of molecules, proteins, cells, tissues, 
and organs that work in concert to maintain host integ-
rity against both external pathogens and internal threats 
(3). This duality is not a design failure; it is an inherent 
consequence of a system built for exquisite discrimina-
tion, where errors at any level exact a biological cost. 
Immunological disorders, broadly defined as conditions 
arising from aberrant immune function, encompass 
autoimmune diseases, primary and secondary immu-
nodeficiencies, hypersensitivity reactions, and chronic 
inflammatory states (4,5). Their collective global prev-
alence, which has risen markedly over recent decades, 
places them among the leading causes of chronic mor-
bidity (6,7). Yet, the mechanistic heterogeneity across 
and within these categories has historically made unified 
frameworks difficult to construct.

What unites this clinical diversity at a biological level 
is the concept of immune homeostasis, the dynamic 
equilibrium between immune activation and restraint 
maintained by an intricate architecture of cellular, 
molecular, and epigenetic regulatory mechanisms (8). 
When homeostasis breaks down, the pathological con-
sequences reflect the specific layer at which regulation 
fails: defective thymic selection allows autoreactive lym-
phocytes to mature; regulatory T-cell (Treg) dysfunction 
removes the brake on self-reactive responses; cyto-
kine imbalances amplify inflammatory signals beyond 
the capacity for resolution; and genetic mutations or 
environmental insults disrupt signaling pathways that 
normally coordinate immune activity (9–11). The down-
stream effects are clinically heterogeneous, ranging 
from the focal destruction of pancreatic β-cells in type 
1 diabetes mellitus to the multi-system inflammation 
of systemic lupus erythematosus (SLE), and from the 
immunological silence of severe combined immunode-
ficiency (SCID) to the hyperinflammatory crescendo of 
cytokine storm syndrome (12–14). Central to virtually 
all of these conditions is a failure, partial or complete, 

transient or permanent, of immune tolerance, the state 
in which the immune system withholds a destructive 
response against specific antigens (15,16).

Immune tolerance is established and maintained 
through two complementary layers. Central tolerance, 
operating in the thymus for T cells and the bone mar-
row for B cells, eliminates lymphocytes bearing high-af-
finity receptors for self-antigens through a process of 
clonal deletion governed in part by the autoimmune 
regulator (AIRE) gene (17). Peripheral tolerance acts as 
a secondary checkpoint, encompassing anergy induction, 
Treg-mediated suppression, and co-inhibitory receptor 
signaling via cytotoxic T-lymphocyte-associated protein 
4 (CTLA-4) and programmed cell death protein 1 (PD-1) 
(15,18). Regulatory T cells, defined by expression of the 
master transcription factor FOXP3, are indispensable for 
active immune suppression. Loss-of-function mutations 

Highlights

•	 Central and peripheral tolerance failure, driv-
en by genetic, epigenetic, and environmental 
factors, constitutes the common mechanistic 
thread across the spectrum of immunological 
disorders.

•	 Loss of FOXP3+ regulatory T-cell function, 
whether genetic (immune dysregulation, poly-
endocrinopathy, enteropathy, X-linked [IPEX] 
syndrome) or acquired, is sufficient to precipi-
tate severe, multisystem autoimmunity, under-
scoring the indispensable role of active immune 
suppression.

•	 Cytokine imbalance, characterized by excess 
tumor necrosis factor-α (TNF-α), interleukin-6 
(IL-6), interleukin-17 (IL-17), and interferon-γ 
(IFN-γ), together with deficient interleukin-10 
(IL-10) and transforming growth factor-β (TGF-β), 
drives chronic inflammation and can escalate to 
cytokine storm with multi-organ failure.

•	 Janus kinase (JAK) inhibitors, biologic agents 
targeting specific cytokines or co-stimulatory 
pathways, and clustered regularly interspaced 
short palindromic repeats (CRISPR)-based gene 
correction represent the most promising near-
term therapeutic advances.

•	 The role of gut microbial dysbiosis in shaping 
immune homeostasis remains an underexplored 
but rapidly evolving area with significant trans-
lational potential.
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in FOXP3 cause immune dysregulation, polyendocrinopa-
thy, enteropathy, X-linked (IPEX) syndrome, a devastating 
neonatal multiorgan autoimmune disease that illus-
trates the non-redundant requirement for active immune 
restraint (19,20). Immune dysregulation arises when 
tolerance mechanisms are overwhelmed, bypassed, or 
genetically disrupted, resulting in inappropriate immune 
activation, deficient host defense, or both.

The classification of immunological disorders reflects 
the predominant mode of immune failure. Hypersensi-
tivity reactions, classified by Gell and Coombs into four 
types according to their effector mechanisms, represent 
exaggerated or misdirected responses to antigens that 
pose no genuine threat (21). Type I (immunoglobulin 
E [IgE]-mediated) reactions, including asthma, allergic 
rhinitis, and anaphylaxis, have increased substantially 
in prevalence over the past half-century, with food aller-
gies disproportionately affecting children (21,22). Auto-
immune diseases, affecting an estimated 4–5% of the 
global population across more than 80 distinct clinical 
entities, arise from failure of self-tolerance, resulting 
in immune attack on host tissues (23,24). They display 
a consistent female predominance, reflecting incom-
pletely understood contributions of sex hormones and 
X-chromosome-linked immune regulatory genes (25). 
Immunodeficiency states, whether primary (inborn 
errors of immunity [IEI]) or secondary (human immuno-
deficiency virus infection/acquired immunodeficiency 
syndrome [HIV/AIDS], malnutrition, or iatrogenic), 
result from inadequate immune responses that permit 
opportunistic pathogens to establish life-threatening 
infections (13,26,27). Chronic inflammatory diseases, in 
which unresolved immune activation damages tissues 
without a specific self-antigen target, complete this 
spectrum (28).

Understanding immune dysregulation has accelerated 
dramatically over the past two decades. The character-
ization of rare monogenic immunodeficiencies has illu-
minated critical regulatory nodes (9,29); genome-wide 
association studies have identified hundreds of suscep-
tibility loci for complex autoimmune diseases (30); and 
advances in single-cell transcriptomics, epigenomics, 
and spatial proteomics have revealed cellular hetero-
geneity at unprecedented resolution. Concurrently, the 
therapeutic landscape has been transformed by targeted 
biological agents, small-molecule Janus kinase (JAK) 
inhibitors, and early-phase immune resetting strate-
gies including chimeric antigen receptor T (CAR-T)-cell 

therapy (9,31). Yet translating mechanistic depth into 
clinical benefit remains an ongoing challenge: biologics 
targeting tumor necrosis factor-α (TNF-α), interleukin-6 
(IL-6), and interleukin-17 (IL-17) manage rather than 
cure immune-mediated diseases; hematopoietic stem 
cell transplantation (HSCT) offers immune reconstitu-
tion with substantial procedural risk; and the prospect 
of durable remission without continuous immunosup-
pression, while increasingly plausible, has not yet been 
achieved at scale (32,33).

This review integrates current mechanistic understand-
ing with the clinical spectrum of immune dysregulation 
and critically evaluates the evidence base for existing 
and emerging therapeutic strategies. It identifies the 
knowledge gaps that constrain progress, particularly 
the incomplete understanding of tolerance induction 
in adult tissues, the therapeutic exploitation of the gut 
microbiome, and the challenge of achieving durable 
immune reset without global immunosuppression and 
frames the questions that will define the next decade of 
immunological investigation.

Immune Tolerance: The Foundation  
of Self-Discrimination
Central Tolerance
The thymus and bone marrow serve as the primary cen-
sors of the immune repertoire, subjecting developing lym-
phocytes to a dual-selection process that is remarkable 
in its stringency and, when it fails, in its consequences. 
In the thymus, as illustrated in Figure 1, developing T 
cells first undergo positive selection. Only those cells 
capable of recognizing peptide-major histocompatibil-
ity complex (MHC) complexes with sufficient affinity to 
receive survival signals are permitted to mature, ensur-
ing a self-MHC-restricted repertoire (34). The subsequent 
step, negative selection, addresses the inherent self-re-
activity enriched by positive selection: T cells bearing 
T-cell receptors (TCRs) with excessively high affinity for 
self-antigen-MHC complexes are eliminated by apoptosis 
(clonal deletion), a process mediated in part by medullary 
thymic epithelial cells and dendritic cells (3).

Central to thymic negative selection is the AIRE gene, 
whose product drives the ectopic expression of thou-
sands of tissue-restricted antigens within medullary 
thymic epithelial cells. Mutations in AIRE cause auto-
immune polyendocrinopathy-candidiasis-ectodermal 
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dystrophy (APECED), illustrating with near-experimen-
tal precision the indispensability of this mechanism for 
self-tolerance. Analogous central processes operate in 
the bone marrow for B lymphocytes: autoreactive B cells 
undergo receptor editing or clonal deletion, and those 
that survive carry receptors of sufficiently low self-anti-
gen affinity that peripheral regulatory mechanisms can 
normally contain them (15,34).

Peripheral Tolerance
No central selection process operates with perfect 
efficiency, and autoreactive lymphocytes circulate in 
healthy individuals without causing disease, a testa-
ment to the robustness of peripheral tolerance. The 

principal peripheral mechanisms are anergy (functional 
inactivation through the absence of co-stimulation), 
clonal deletion, and active suppression by FOXP3+ Tregs 
(15,18). The two-signal model of lymphocyte activa-
tion is fundamental here: Signal 1 (MHC-TCR binding) 
in the absence of Signal 2 (cluster of differentiation 80  
[CD80]/CD86-CD28 co-stimulation) induces anergy 
rather than activation. Negative regulators, most nota-
bly CTLA-4 on Tregs, which competes with CD28 for 
CD80/CD86 with far higher affinity, function as physio-
logical brakes on T-cell activation (15).

These FOXP3+ Tregs deploy multiple suppressive mech-
anisms: contact inhibition via CTLA-4 and lymphocyte 

Figure 1. Mechanisms of immune tolerance.

Left panel: Central tolerance in the thymus and bone marrow—positive selection (MHC recognition), negative selection (AIRE-dependent clonal deletion of 
high-affinity autoreactive clones), and survival of low-affinity mature naïve lymphocytes. Right panel: Peripheral tolerance mechanisms including anergy, 
FOXP3+ Treg-mediated suppression (IL-10, TGF-β, CTLA-4), and the two-signal model of lymphocyte activation. Failure at either level contributes to autoim-
munity and immune dysregulation. Panel A shows the sequential thymic selection process culminating in AIRE-dependent clonal deletion; Panel B shows the 
two-signal checkpoint and Treg-mediated suppressive mechanisms that constrain autoreactive clones that survive central selection.
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activation gene 3 (LAG-3), immunosuppressive cyto-
kines (IL-10, TGF-β, and IL-35), and competitive con-
sumption of IL-2 (18,20). The centrality of FOXP3 to 
immune homeostasis is illustrated by IPEX syndrome, 
caused by loss-of-function mutations in FOXP3, which 
produces severe neonatal diabetes, inflammatory 
enteropathy, eczema, and multi-organ autoimmunity, 
often fatal in infancy without HSCT (19,20). Addition-
ally, IL-10-producing type 1 regulatory T (Tr1) cells and 
TGF-β-producing T helper 3 (Th3) cells represent distinct 
regulatory lineages that complement canonical FOXP3+ 

Treg function (18). Immune homeostasis dysregulation 
arising from these failures can lead to a range of pathol-
ogies from debilitating autoimmune diseases to severe 
immunodeficiencies (8).

Mechanisms of Immune 
Dysregulation
Genetic Architecture of Immune 
Dysregulation
Single-gene disorders have delineated the non-redun-
dant functions of immune regulatory molecules with 
remarkable clarity. Severe combined immunodeficiency 
(SCID), caused by mutations in genes encoding com-
ponents of the TCR signaling pathway or the common 
γ-chain of cytokine receptors, ablates T-cell develop-
ment and leaves affected infants profoundly susceptible 
to life-threatening infections (35,36). Immune dysreg-
ulation, polyendocrinopathy, enteropathy, X-linked 
(IPEX) syndrome arises from mutations in the FOXP3 
gene, as described in Figure 2. Type I hypersensitivity 

Figure 2. Integrated mechanisms of immune dysregulation. Eight interconnected pathological processes-genetic mutations, epigenetic/
environmental influences, microbial dysbiosis, cytokine/chemokine imbalance, immune cell exhaustion, complement dysregulation, toler-
ance breakdown, and signaling pathway defects-all converge on a central state of immune dysregulation. Inward-pointing arrows indicate 
the eight contributing mechanisms; outward-pointing arrows indicate the four clinical outcomes (autoimmunity, immunodeficiency, hyper-
sensitivity, chronic inflammation) that result from dysregulation, so that cause and consequence are visually distinguished. 

SCFA: Short-chain fatty acids, EBV: Epstein-Barr virus. 
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susceptibility has been associated with gain-of-func-
tion mutations in caspase recruitment domain family 
member 11 (CARD11) and loss-of-function mutations 
in mucosa-associated lymphoid tissue lymphoma 
translocation protein 1 (MALT1), both converging on 
aberrant nuclear factor kappa B (NF-κB) signaling in 
lymphocytes (37,38). Mutations in recombination-acti-
vating genes (RAG) have been associated with autoim-
munity (9), while damaging mutations in interleukin-10 
(IL10), interleukin-10 receptor subunit alpha (IL10RA), 
and interleukin-10 receptor subunit beta (IL10RB) 
cause severe, early-onset inflammatory bowel disease 
(IBD) (39–41). Genome-wide association studies of SLE 
have identified hundreds of susceptibility loci, many in 
genes encoding complement components and interfer-
on-pathway regulators (5,30). While mutations in these 
genes or pathways predispose to immune dysregula-
tion, environmental triggers are essential for progres-
sion to clinical disease (9,11).

Epigenetic and Environmental Contributions
Epigenetic modifications, including DNA methylation, 
histone acetylation, microRNA dysregulation, and chro-
matin remodeling, alter gene expression in immune 
cells without changing the underlying DNA sequence, 
and accumulating evidence implicates them in immune 
dysregulation (6,42). In SLE, hypomethylation of inter-
feron-stimulated genes in T cells has been documented, 
and in vitro demethylation has been shown to induce 
autoantibody production, a causal link between epigen-
etic state and autoimmune potential (42). Environmen-
tal exposures serve as epigenetic triggers in genetically 
predisposed individuals: ultraviolet B radiation acti-
vates keratinocyte apoptosis and nucleosomal antigen 
release in SLE, as shown in Figure 2; Epstein-Barr virus 
(EBV) molecular mimicry between EBV nuclear antigen 
1 (EBNA-1) and the Ro/La autoantigens represents one 
of the strongest epidemiological links between infec-
tion and systemic autoimmunity; and chemicals such as 
hydralazine and procainamide induce drug-related lupus 
through demethylation of immune regulatory genes 
(5,30). Dietary patterns exert immunomodulatory effects 
both directly and indirectly through the gut microbiota 
and its metabolites, with high-fat, low-fiber diets reduc-
ing circulating short-chain fatty acids (SCFAs) that nor-
mally drive Treg differentiation (10).

Microbial Dysbiosis and Mucosal Immunity
The gut harbors the largest concentration of immune 
cells in the body, and the continuous dialogue between 

commensal microbiota and intestinal immune cells 
shapes systemic immune tone throughout life (43). 
Commensal microbes drive intestinal Treg differenti-
ation, mucosal tolerance, and appropriate activation 
thresholds; dysbiosis, defined as qualitative and quan-
titative shifts in microbial community composition, has 
been associated with IBD, rheumatoid arthritis (RA), 
multiple sclerosis (MS), and SLE (43). Mechanistically, 
altered microbial metabolites, such as SCFAs, can dis-
rupt epithelial integrity and immune signaling pathways. 
Persistent infectious agents, most notably Mycobac-
terium tuberculosis and HIV, additionally cause T-cell 
exhaustion characterized by progressive loss of cytokine 
secretion and sustained upregulation of PD-1 and CTLA-
4, which compromises both pathogen clearance and 
immune regulation (27,44). Molecular mimicry between 
microbial antigens and host proteins represents another 
pathway to tolerance breakdown, generating cross-reac-
tive immune responses that inadvertently target self-tis-
sues following infection (5).

Cytokine and Chemokine Imbalance
Cytokines are not merely biomarkers of immune activ-
ity; they are the causal agents of the tissue damage 
and systemic symptoms that define immune-mediated 
diseases (9,21). The pathogenic cytokine landscape in 
autoimmunity is dominated by TNF-α, IL-1β, IL-6, IL-17, 
and IFN-γ, which collectively promote dendritic cell 
maturation, Th17 polarization, macrophage activation, 
and osteoclast activation, as shown in Figure 3. Dys-
regulation of type I interferons and pro-inflammatory 
cytokines, particularly IL-6 and TNF-α, plays a critical 
role in SLE pathogenesis (30,45). Dysregulation of IL-1 
production causes autoinflammatory diseases including 
deficiency of IL-1 receptor antagonist and cryopyrin-as-
sociated periodic syndromes (CAPS) (21,29). Disruption 
of key signaling pathways such as NF-κB and JAK-signal 
transducer and activator of transcription (STAT) leads 
to abnormal immune activation or suppression (9). In 
extreme cases, dysregulated cytokine release culmi-
nates in a cytokine storm, a hyperinflammatory state 
characterized by systemic inflammation, multiorgan 
dysfunction, and high mortality (12,46).

Immune Cell Dysfunction and the Exhaustion 
Paradigm
Effective immunity depends not merely on the mag-
nitude of the immune response but on the functional 
integrity of its cellular constituents. T-cell exhaustion, 
arising from chronic antigen stimulation, is defined 
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by graded loss of effector functions, reduced prolif-
erative capacity, and increased expression of inhibi-
tory receptors including T-cell immunoglobulin and 
mucin-domain containing-3 (TIM-3), T-cell immuno-
receptor with immunoglobulin and immunoreceptor 
tyrosine-based inhibitory motif domains (TIGIT), PD-1, 
LAG-3, and CTLA-4 (44). B-cell dysregulation con-
tributes to autoimmunity through loss of tolerance 

checkpoints that allow autoreactive germinal center 
reactions, producing high-affinity autoantibodies that 
mediate pathology through fragment crystallizable 
(Fc) receptor activation and complement fixation (23). 
In SLE, dysfunction of B cells, T cells, and dendritic 
cells, together with impaired clearance of apoptotic 
cells, collectively amplifies inflammation (30,45). Dys-
function of B-cell and T-cell subsets, particularly Tregs 

Figure 3. Cytokine networks in immune dysregulation. Pro-inflammatory Th1 (IFN-γ, TNF-α) and Th17 (IL-17, IL-22) cytokines, amplified 
by macrophage-derived TNF-α, IL-1β, and IL-6, drive tissue damage in autoimmune diseases. Treg-derived IL-10 and TGF-β oppose these 
pathways; deficiency of regulatory cytokines or excess of inflammatory mediators sustains chronic disease. Targeted cytokine blockade and 
JAK inhibitors represent the primary pharmacological strategy for interrupting these circuits. Arrows trace the antigen-presenting cell-driv-
en differentiation of naive CD4+ T cells into Th1 (IL-12-driven) and Th17 (IL-6/TGF-β/IL-23-driven) subsets, the amplifying macrophage 
loop these effector cytokines sustain, and the opposing Treg-derived IL-10/TGF-β axis; the direction of each arrow reflects established 
upstream-to-downstream signaling relationships rather than a simple co-occurrence. 

RA: Rheumatoid arthritis, SLE: Systemic lupus erythematosus, MS: Multiple sclerosis, IBD: Inflammatory bowel disease.
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and Th17 cells, as well as dendritic cells, contributes 
to the inflammatory milieu characteristic of SLE and 
other systemic autoimmune diseases (5).

Complement System Dysregulation
The complement system, activated through the clas-
sical, lectin, and alternative pathways, serves as a 
crucial effector arm of innate immunity facilitating 
pathogen clearance, opsonization, and inflammation 
(2,21). Deficiencies in early complement components 
(C1q, C2, and C4) are paradoxically associated with SLE 
through impaired immune complex clearance, while 
uncontrolled activation, as in atypical hemolytic ure-
mic syndrome caused by factor H mutations, drives 
endothelial injury through deposition of the membrane 
attack complex (2). Regulatory proteins including fac-
tor H and decay-accelerating factor (DAF) are essential 
for preventing excessive complement activation on 
host tissues; mutations or functional impairments in 
these regulators tip the balance toward pathological 
inflammation. These mechanisms of immune dysregu-
lation rarely operate in isolation; their convergence in 
genetically susceptible individuals exposed to environ-
mental triggers exemplifies the multifactorial complex-
ity of immunological disorders, underscoring the need 
for systems-level approaches to research and manage-
ment (9,11).

Classification and Clinical 
Spectrum of Immunological 
Disorders
Hypersensitivity Reactions: Exaggerated 
Immune Activation
The Gell and Coombs classification (summarized in Table 
1) retains conceptual utility as an organizing framework 
for the diverse mechanisms by which inappropriate 
immune responses against innocuous antigens cause 
pathology (21). Type I hypersensitivity reactions, illus-
trated in Figure 4, are mediated by allergen-specific IgE 
cross-linking of FcεRI receptors on mast cells and baso-
phils and are the most clinically prevalent. Their global 
increase has been attributed to the hygiene hypothesis, 
positing that reduced exposure to commensal organ-
isms deprives the immune system of regulatory signals 
that normally constrain Th2 responses (22,48). Type II 
reactions, mediated by cytotoxic IgG or IgM antibodies 
directed against cell-surface antigens, operate through 
complement activation and antibody-dependent cel-
lular cytotoxicity (ADCC), exemplified by autoimmune 
hemolytic anemia, Goodpasture syndrome, myasthenia 
gravis, and Graves disease (21). Type III (immune com-
plex-mediated) reactions are illustrated by SLE, serum 
sickness, and reactive arthritis, and are characterized by 
complement activation and neutrophil recruitment at 
sites of complex deposition (21). Type IV delayed-type 

Table 1. Classification of major immunological disorder categories.

Category Key examples Primary mechanism Immune  
response G-C type* Ref.

Autoimmune disease SLE, RA, T1DM, MS,  
Hashimoto thyroiditis

Loss of self-tolerance; autoreactive  
T/B cells; autoantibody production

Excessive  
(self-directed) II, III, IV 5,23

Primary 
immunodeficiency SCID, CVID, IPEX, CGD, XLA Genetic mutation → absent or dysfunctional 

immune cells or pathways Deficient N/A 13,26

Secondary 
immunodeficiency

HIV/AIDS,  
chemotherapy-induced, malnutrition

Extrinsic depletion of immune competence 
(infection, drugs, nutrition)

Deficient  
(acquired) N/A 4,27

Hypersensitivity 
reaction

Anaphylaxis, hemolytic anemia, serum 
sickness, contact dermatitis

Exaggerated or inappropriate response to  
non-threatening antigen

Excessive  
(antigen-directed) I, II, III, IV 21

Chronic inflammatory IBD, psoriasis, chronic granulomatous 
disease

Unresolved inflammation; defective anti-
inflammatory regulatory circuits Dysregulated activation IV 28,47

Autoinflammatory 
disease FMF, CAPS, DIRA, NLRP3 disorders Innate immune dysregulation; no adaptive  

self-antigen response
Innate  

hyperactivation N/A 29

*Gell-Coombs classification applies primarily to hypersensitivity reactions. 
SLE: Systemic lupus erythematosus, RA: Rheumatoid arthritis, T1DM: Type 1 diabetes mellitus, MS: Multiple sclerosis, SCID: Severe combined immunode-
ficiency, CVID: Common variable immunodeficiency, IPEX: Immune dysregulation, polyendocrinopathy, enteropathy, X-linked, XLA: X-linked agammaglob-
ulinemia, CGD: Chronic granulomatous disease, IBD: Inflammatory bowel disease, FMF: Familial Mediterranean fever, CAPS: Cryopyrin-associated periodic 
syndromes, DIRA: Deficiency of IL-1 receptor antagonist, G-C: Gell-Coombs, Ref.: Reference numbers as listed. 
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hypersensitivity, driven by antigen-experienced T cells, 
manifests 48–72 hours after antigen challenge, under-
pinning contact dermatitis, tuberculin reactions, and 
graft rejection (3,21).

This framework has been refined over the past decade. 
The original hygiene hypothesis, framed around reduced 
childhood infection, has been largely superseded by the 
biodiversity hypothesis, which attributes the rise in Type 
I hypersensitivity less to fewer infections per se and more 
to reduced early-life exposure to the broader range of 
environmental and commensal microorganisms that 
historically calibrated regulatory immune development; 
this distinction matters clinically, since it reframes pre-
vention away from deliberately permitting infection and 
toward restoring microbial diversity, while also helping 
explain why some epidemiological data linking infec-
tion frequency directly to allergic disease risk have been 
inconsistent across cohorts.

Autoimmune Diseases: Tolerance Failure  
at Scale
More than 80 distinct autoimmune entities are recog-
nized, collectively affecting approximately 4–5% of the 
global population with a consistent female predomi-
nance (4,24,25). All share a breakdown in the distinc-
tion between self and non-self, though their underlying 
mechanisms, effector pathways, and target organs are 
highly heterogeneous (5,23). Autoantibodies function 
as pharmacological agents at their targets: in Graves 
disease, thyroid-stimulating hormone (TSH)-receptor 
antibodies act as agonists driving thyroid overactivity; 
in myasthenia gravis, acetylcholine receptor antibod-
ies act as antagonists blocking neuromuscular trans-
mission (3). In SLE, nuclear antigen-antibody immune 
complexes deposit in glomeruli, skin, and synovium, 
activating complement and recruiting neutrophils that 
release neutrophil extracellular traps (NETs). These 
structures expose additional nuclear antigens, creating 
a self-amplifying autoimmune cycle (5,14). Helper CD4+ 

Figure 4. Type I (IgE-mediated) hypersensitivity: sensitization and effector phases. Upon initial allergen exposure, Th2-polarized re-
sponses drive IgE class switching and IgE binding to high-affinity FcεRI receptors on mast cells and basophils (sensitization). Re-exposure 
cross-links surface-bound IgE, triggering immediate degranulation and release of histamine, leukotrienes, and prostaglandins, followed by 
a late-phase response driven by Th2 cytokines and eosinophil recruitment.  

APC: Antigen-presenting cell, FcεRI: High-affinity IgE receptor.
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T cells, particularly Th17 cells producing IL-17, are key 
pathogenic effectors in RA, MS, psoriasis, and IBD, while 
FOXP3+ Treg cells that would normally restrain these 
responses appear to adopt a dysfunctional pro-inflam-
matory phenotype, a phenomenon designated Treg 
plasticity, whose molecular basis remains incompletely 
understood (4,9).

This literature is not fully settled, however. Human 
fate-mapping and lineage-tracing studies have pro-
duced conflicting estimates of how frequently bona 
fide FOXP3-stable Tregs convert to an IL-17-producing, 
pro-inflammatory phenotype in vivo, as opposed to a 
minority of unstable, low-FOXP3 cells that are selectively 
expanded under inflammatory conditions. This distinc-
tion has materially different therapeutic implications: 
the former would argue for stabilizing existing Tregs, 
while the latter would argue for excluding unstable 
clones from adoptive Treg therapy protocols. Reconcil-
ing these positions, rather than treating Treg plasticity 
as an established fact, remains an open methodological 
priority for the field.

Immunodeficiency: The Consequences of 
Immune Absence
Primary immunodeficiencies, now formally designated 
inborn errors of immunity (IEIs), encompass over 450 
recognized disorders affecting innate immunity, adap-
tive immunity, immune regulation, or combinations 
thereof (13,26). Their clinical presentations reflect 
the specific immunological compartment affected: 
antibody deficiencies (such as X-linked agammaglob-
ulinemia [XLA] and common variable immunodefi-
ciency [CVID]) manifest with recurrent sinopulmonary 
infections; T-cell and combined immunodeficiencies 
confer susceptibility to viral, fungal, and opportunistic 
pathogens; and complement deficiencies predispose to 
Neisseria infections and autoimmune diseases through 
impaired immune complex clearance (2,26). Secondary 
immunodeficiencies, which are more prevalent globally, 
arise from HIV infection, iatrogenic immunosuppres-
sion, and malnutrition, each creating predictable pat-
terns of immune deficiency (4,27). Infection with HIV 
remains paradigmatic: selective CD4+ T-cell depletion 
disrupts coordinated adaptive immune responses, per-
mits opportunistic infections, and results in chronic 
immune activation that accelerates non-infectious 
morbidities (27).

Clinical Manifestations of 
Immune Dysregulation
The clinical manifestations of immune dysregulation 
are shaped by three intersecting variables: the nature of 
the immune defect (excessive, deficient, or misdirected), 
the organ systems targeted, and the phase of disease. 
Organ-specific manifestations serve as important diag-
nostic indicators of the underlying immunological 
disorder, as mapped out in Table 2 (2,24,49). Dermato-
logical manifestations frequently serve as the diagnostic 
entry point, particularly in SLE and psoriasis, where the 
Th17-mediated keratinocyte hyperproliferation at sites 
of mechanical trauma (the Koebner phenomenon) pro-
vides visible evidence of systemic immune dysregulation 
(14,50). Neurological involvement has emerged as an 
especially dynamic field, with the discovery of specific 
neural autoantibodies transforming the classification 
and management of autoimmune encephalitis, a con-
dition previously misdiagnosed as psychiatric disorders 
(14,55). Severe complications, cytokine storm syndrome, 
hemophagocytic lymphohistiocytosis, and acute respi-
ratory distress syndrome, represent the extreme conse-
quence of immune regulatory failure and are associated 
with high short-term mortality (12,57,60). In cytokine 
storm, positive feedback loops between immune cells 
result in persistent cytokine secretion and overwhelming 
systemic inflammation, driving vascular leakage, coagu-
lopathy, and multi-organ failure (12,46,61).

Prevention, Treatment, 
and Emerging Therapeutic 
Strategies
Therapeutic strategy in immune dysregulation is shaped 
by two competing imperatives: the need to suppress 
pathological immune responses and the imperative to 
preserve host defense against infection and malignancy 
(31). Most current treatments resolve this tension imper-
fectly. The clinical success of TNF-α blockade in RA, IBD, 
and psoriasis provides direct pharmacological proof that 
cytokine excess drives tissue pathology. Janus kinase 
inhibitors provide a valuable oral therapeutic option with 
broader cytokine inhibition but carry class-specific risks, 
including thromboembolism, which remain under active 
regulatory scrutiny, as listed in Table 3 (9). Hematopoietic 
stem cell transplantation remains the only reliably cura-
tive approach for many monogenic immunodeficiencies 
and severe autoimmune phenotypes, but its risk-benefit 
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profile constrains its use to conditions sufficiently severe 
to justify procedural mortality; low survival and increased 
rates of graft failure have been reported in some subsets 
(9,32). Abatacept and belatacept have shown promising 
results in CTLA-4 deficiency as first-line therapy to con-
trol immune dysregulation, though increased infection 
susceptibility during treatment remains a concern for 
long-term use (32,33). Gene therapy has achieved reg-
ulatory approval for adenosine deaminase (ADA)-SCID 
and is in advanced trials for recombination-activating 
gene 1/recombination-activating gene 2 severe com-
bined immunodeficiency (RAG1/RAG2 SCID), chronic 

granulomatous disease, and Wiskott-Aldrich syndrome; 
its autologous nature eliminates graft-versus-host dis-
ease (9,13). Early-phase trials of anti-CD19 CAR-T-cell 
therapy in refractory SLE and myositis have generated 
extraordinary excitement with preliminary durable 
drug-free remissions, but replication in larger cohorts 
is needed (9). Immunomodulatory drugs, including rux-
olitinib for inflammatory and proliferative disease, novel 
peptide drugs, and anti-T-cell antibodies, expand the 
pharmacological toolkit, while prevention strategies, 
including vaccination, dietary microbiome intervention, 
and neonatal SCID screening (via T-cell receptor excision 

Table 2. Organ-system manifestations of immune dysregulation: a clinically oriented summary.

Organ system Manifestations Representative 
conditions Key mechanism Key  

references

Dermatological
Malar rash, photosensitivity, urticaria, 
psoriatic plaques, eczema, vasculitis 

purpura, alopecia areata

SLE, psoriasis, atopic 
dermatitis, urticarial 

vasculitis

Th17/IL-17 axis; IgE-mast 
cell activation; autoantibody-
complement deposition; Th2 

skewing

14,50,51

Respiratory
Recurrent sinusitis, bronchiectasis, airway 

hyper-responsiveness, interstitial lung 
disease, pulmonary fibrosis

CVID, allergic asthma, RA-
ILD, Goodpasture syndrome

Impaired phagocyte/antibody 
defense; IgE/eosinophil-mediated 

bronchoconstriction; immune 
complex deposition

31,51,52

Gastrointestinal
Chronic diarrhea, mucosal ulceration, 

protein-losing enteropathy, autoimmune 
hepatitis, cholangitis

IBD, CVID enteropathy, 
autoimmune hepatitis, PSC

Gut dysbiosis; TNF-α/IL-23 
axis; autoantibody-mediated 

hepatocellular injury; Th17 effectors
39,43,47

Musculoskeletal
Synovitis, joint erosion, cartilage 
destruction, myositis, tendinitis, 

osteopenia

Rheumatoid arthritis, 
dermatomyositis, 

spondyloarthropathy

Anti-CCP/RF autoantibodies; TNF-α/
IL-6 cytokine excess; Th17 effectors; 

osteoclast activation
31,53

Neurological
Demyelination, peripheral neuropathy, 

autoimmune encephalitis, cognitive 
dysfunction, neuropsychiatric features

Multiple sclerosis, NMO-
SD, NMDAR encephalitis, 

neuropsychiatric SLE

Autoreactive CD8+ T cells; 
AQP4/NMDAR autoantibodies; 

neuroinflammation; blood-brain 
barrier disruption

14,54,55

Cardiovascular
Accelerated atherosclerosis, myocarditis, 
pericarditis, Libman-Sacks endocarditis, 

vasculitis, thrombosis

SLE, RA, Kawasaki disease, 
giant cell arteritis, 

antiphospholipid syndrome

Endothelial activation by 
inflammatory cytokines; immune 

complex deposition; plaque 
instability

31,56

Renal
Proteinuria, hematuria, nephrotic/

nephritic syndrome, hypertension, renal 
failure

Lupus nephritis, IgA 
nephropathy, ANCA-
associated vasculitis, 

membranous nephropathy

Complement/IC deposition in 
glomeruli; pANCA/cANCA-mediated 
vessel injury; complement activation

2,14

Hematological
Hemolytic anemia, thrombocytopenia, 

neutropenia, pancytopenia, 
coagulopathy, DIC

AIHA, ITP, HLH, 
antiphospholipid syndrome

Autoantibody-mediated cell 
destruction; cytokine-driven 
ineffective hematopoiesis; 

macrophage hyperactivation

57–59

SLE: Systemic lupus erythematosus, CVID: Common variable immunodeficiency, IBD: Inflammatory bowel disease, RA-ILD: Rheumatoid arthritis-associated 
interstitial lung disease, PSC: Primary sclerosing cholangitis, NMO-SD: Neuromyelitis optica spectrum disorder, ANCA: Anti-neutrophil cytoplasmic antibody, 
AIHA: Autoimmune hemolytic anemia, ITP: Immune thrombocytopenic purpura, HLH: Hemophagocytic lymphohistiocytosis, DIC: Disseminated intravascular 
coagulation, IC: Immune complex, AQP4: Aquaporin-4, NMDAR: N-methyl-D-aspartate recepto, Th17: T helper 17 cell, Th2: T helper 2 cell, TNF-: Tumor 
necrosis factor- [typically TNF-α: Tumor necrosis factor-alpha], IL-17: Interleukin-17, IL-23: Interleukin-23, IL-6: Interleukin-6, IgE: Immunoglobulin E, IgA: 
Immunoglobulin A, RF: Rheumatoid factor, pANCA: perinuclear Anti-neutrophil Cytoplasmic Antibody, cANCA: cytoplasmic Anti-neutrophil Cytoplasmic An-
tibody.
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circle [TREC] assays) broaden the public health approach 
to immune dysregulation (9,26).

It is worth being explicit about the limits of this evidence 
base at the present time: the published experience con-
sists of small, uncontrolled, single-arm case series from 
a handful of centers, typically including fewer than 20 
patients per report, with follow-up rarely exceeding two 
to three years; no randomized controlled trial has yet 

been reported, the durability of remission beyond this 
window is unknown, and the risk of long-term B-cell 
aplasia or secondary malignancy with CAR-T-cell ther-
apy in a nonmalignant, potentially younger popula-
tion has not been systematically characterized. These 
findings should accordingly be considered as hypothe-
sis-generating rather than practice-changing evidence 
at this stage.

Table 3. Therapeutic landscape for immune dysregulation: mechanisms, applications, and limitations.

Therapeutic Class Mechanism of action Key agents Primary indications Limitations Key Ref.

Conventional 
immunosuppressants

Broad suppression of lymphocyte 
proliferation and inflammation

Corticosteroids, 
methotrexate, azathioprine, 

cyclophosphamide

RA, SLE, IBD, vasculitis, organ 
transplantation

Non-specific; infection risk; 
metabolic toxicity; teratogenicity 31

TNF-α inhibitors Neutralize soluble and 
membrane-bound TNF-α

Adalimumab, infliximab, 
etanercept, certolizumab 

pegol

RA, IBD (CD/UC), psoriasis, 
SpA

Reactivation of latent TB; increased 
infection risk; primary non-response 

~30%
31

IL-6 pathway 
inhibitors

Block IL-6 receptor or cytokine 
signaling

Tocilizumab, sarilumab, 
siltuximab

RA, cytokine storm, giant cell 
arteritis, Castleman disease

Risk of GI perforation; 
hepatotoxicity; masking of fever 

obscuring infection
12

IL-17/IL-23 inhibitors Block Th17 axis cytokines or 
upstream polarizing signal

Secukinumab, ixekizumab, 
ustekinumab, guselkumab Psoriasis, PsA, axSpA Increased Candida infection; IBD 

exacerbation with IL-17 agents 50

JAK inhibitors
Inhibit JAK1/JAK2/JAK3, 

disrupting cytokine receptor 
signaling via JAK-STAT pathway

Ruxolitinib, tofacitinib, 
baricitinib, upadacitinib

RA, IBD, alopecia areata, 
atopic dermatitis, 

myelofibrosis, GvHD

Thrombosis risk (higher doses); 
herpes zoster reactivation; MACE 
risk; ongoing regulatory scrutiny

9

Anti-CD20 (B-cell 
depletion)

Eliminate CD20+ B cells, reducing 
autoantibody production and 
B-cell antigen presentation

Rituximab, obinutuzumab, 
ocrelizumab

RA, SLE, MS (ocrelizumab), 
ANCA vasculitis, AIHA

Hypogammaglobulinemia; PML risk 
(rare); prolonged B-cell depletion 31,54

CTLA-4-Ig fusion 
proteins

Block CD80/86-CD28 co-
stimulation, impairing T-cell 

activation
Abatacept, belatacept

RA, CTLA4 haploinsufficiency, 
LRBA deficiency, renal 
transplant (belatacept)

Increased infection susceptibility; IV 
administration burden; not curative 32,33

HSCT Immune reconstitution via donor 
hematopoietic stem cells

Allogeneic, autologous, 
gene-corrected autologous 

HSCT

SCID, IPEX, HLH, severe 
refractory autoimmune 

disease

GvHD; graft failure; transplant-
related mortality; limited donor 
availability; low survival in some 

subsets

32,42

Gene therapy / 
editing

Correct causative mutation 
in autologous stem cells via 

lentiviral vector or CRISPR-Cas9

ADA-SCID (approved), RAG-
SCID, CGD, WAS (in trials)

Monogenic IEI without 
suitable HSCT donor or after 

failed HSCT

Insertional mutagenesis (viral 
vectors); off-target edits (CRISPR); 

limited to monogenic disorders; 
access/cost

9,42

CAR-T-cell therapy
Redirect cytotoxic T cells to 

deplete autoreactive B cells or 
other specific cellular targets

Anti-CD19 CAR-T 
(investigational in 

autoimmunity)

Refractory SLE, myositis, 
systemic sclerosis (early-

phase clinical trials)

Cytokine release syndrome; 
neurotoxicity; manufacturing 

complexity; uncertain durability; 
high cost

9

RA: Rheumatoid arthritis, SLE: Systemic lupus erythematosus, IBD: Inflammatory bowel disease, CD: Crohn disease, UC: Ulcerative colitis, SpA: Spondy-
loarthropathy, PsA: Psoriatic arthritis, axSpA: Axial spondyloarthropathy, GvHD: Graft-versus-host disease, HSCT: Hematopoietic stem cell transplantation,  
IEI: Inborn errors of immunity, SCID: Severe combined immunodeficiency, MACE: Major adverse cardiovascular events, PML: Progressive multifocal leuko-
encephalopathy, WAS: Wiskott-Aldrich syndrome, CAR-T: Chimeric antigen receptor T cell, AIHA: Autoimmune hemolytic anemia, ANCA: Anti-neutrophil 
cytoplasmic antibody, LRBA: Lipopolysaccharide-responsive beige-like anchor protein.
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This regulatory scrutiny was substantially sharpened by 
the ORAL Surveillance trial, a large, randomized safety 
study in RA patients aged 50 years or older with cardio-
vascular risk factors, which found higher rates of major 
adverse cardiovascular events, malignancy, and venous 
thromboembolism with tofacitinib compared with TNF-α 
inhibitors, prompting boxed-warning label changes for 
the entire JAK inhibitor class. Whether this risk general-
izes to younger, lower-cardiovascular-risk patients, and 
to other diseases treated with JAK inhibitors beyond RA, 
remains actively debated, and current guidance favors 
reserving JAK inhibitors for patients in whom TNF-α 
inhibitors have failed or are contraindicated, rather than 
using them as a first-line biologic-sparing option.

Future Directions and 
Knowledge Gaps
Despite remarkable advances in understanding and 
treating immune dysregulation, the field faces several 
fundamental challenges. Single-cell multi-omics tech-
nologies, combining transcriptomics, epigenomics, pro-
teomics, and spatial profiling, are beginning to reveal the 
heterogeneity of immune states across disease stages 
and between individuals, potentially enabling prediction 
of disease trajectories before clinical manifestation. The 
prospect of durable immune reset, rather than ongoing 
suppression, is supported by CAR-T-cell therapy data. 
Regulatory T-cell  therapeutics, including expanded poly-
clonal Treg infusions and antigen-specific engineered 
Tregs, are currently in clinical trials as biologically ele-
gant approaches to restoring immune regulation. The 
microbiome-immune interface holds substantial prom-
ise: fecal microbiota transplantation is well established 
in IBD, and its application in systemic autoimmunity is 
under active investigation. Artificial intelligence (AI) and 
machine learning applied to multi-modal immunologi-
cal datasets are producing predictive models for disease 
flares, treatment response, and at-risk-to-disease transi-
tion whose clinical implementation will require careful 
attention to interpretability and regulatory frameworks. 
With advances in technologies such as spatial transcrip-
tomics and AI, further breakthroughs in immunology are 
anticipated. Molecular therapies, including monoclonal 
antibodies, B-cell depleting agents, and CAR-T-cell treat-
ments, represent a step toward more precisely targeted 
therapies with potentially fewer off-target side effects; 
however, as detailed below, this potential remains to 
be confirmed in controlled trials, and a cure for most 

autoimmune diseases remains an aspiration rather than 
a demonstrated outcome.

Controversies and  
Evidence Gaps
Several topics covered in this review remain genuinely 
unsettled rather than representing incremental refine-
ments of an agreed understanding and are highlighted 
here explicitly rather than being folded silently into the 
narrative above. First, whether Treg dysfunction in auto-
immune disease principally reflects numerical deficiency, 
functional impairment of otherwise normal-numbered 
Tregs, or outright lineage instability (Treg plasticity) 
remains contested, and different answers imply differ-
ent therapeutic strategies (Treg expansion, Treg stabi-
lization, or exclusion of unstable clones from adoptive 
therapy). Second, the JAK inhibitor cardiovascular and 
malignancy signal identified in ORAL Surveillance was 
generated in an older, cardiovascular-risk-enriched RA 
population, and whether it applies with similar magni-
tude across the younger, more diverse populations now 
being treated with JAK inhibitors for atopic dermatitis, 
alopecia areata, and inflammatory bowel disease is an 
open, clinically consequential question. Third, the CAR-
T-cell literature in autoimmunity, discussed above, cur-
rently rests entirely on small, uncontrolled case series; 
the field lacks any randomized comparison against exist-
ing biologic therapy, and claims of a durable immune 
reset should therefore be regarded as preliminary until 
such data become available. Finally, the therapeutic 
microbiome literature is asymmetric: fecal microbiota 
transplantation has strong evidence in Clostridioides 
difficile infection and some support in ulcerative colitis, 
but its extension to systemic autoimmune disease rests 
largely on small pilot studies and preclinical models 
and should not be presented with the same evidentiary 
weight as the gut-specific indications. We identify these 
four areas as priorities for future systematic review and, 
where feasible, randomized controlled trials, rather than 
as settled components of current practice.

Conclusion
Immune dysregulation is not a single disease but a 
mechanistic category encompassing the full spec-
trum of conditions that arise when the immune system 
loses its capacity for discriminating, proportionate, and 
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self-limited responses. The shared language of toler-
ance failure, cytokine dysregulation, cellular exhaustion, 
and genetic predisposition connects conditions as clin-
ically diverse as IPEX syndrome, SLE, allergic asthma, 
and HIV-associated immunodeficiency into a coherent 
framework that illuminates both pathogenesis and 
therapeutic logic. The past decade has brought trans-
formative advances: biological agents that precisely 
interrupt individual cytokine pathways, JAK inhibitors 
that broadly dampen cytokine signaling, and the first 
glimpses of curative approaches through gene therapy 
and immune resetting strategies. To date, no curative 
therapy is available for most autoimmune diseases. 
However, recent research indicates that molecular ther-
apies, monoclonal antibodies, B-cell depleting agents, 
and, more speculatively, CAR-T-cell treatments may 
benefit patients by addressing some limitations of tra-
ditional approaches.

Nevertheless, as discussed above, the evidence for sev-
eral of these newer strategies remains preliminary, and 
a cure for most autoimmune and immunodeficiency con-
ditions has not yet been demonstrated at scale. The path 
toward closing persistent gaps depends on mechanistic 
clarity regarding how genetic susceptibility, environ-
mental exposures, and microbial ecology converge on 
threshold-dependent transitions from immune health 
to immune disease, together with therapeutic innova-
tion in antigen-specific tolerance induction, Treg-based 
therapies, and clustered regularly interspaced short 
palindromic repeats (CRISPR)-enabled gene correction. 
Achieving durable, curative outcomes will require the 
full integration of cellular, molecular, and clinical immu-
nology with the technological and analytical tools that 
are already reshaping what is possible to know and to do 
about the human immune system.
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